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Piracy and Armed Robbery – Ships at Risk !         by Ashok Sharma, MICS
News on Pirate Attacks and Armed robbery on a merchant vessel is a regular feature these days. Never before did common man hear about these incidents so frequently as he has in the past decade. 

Piracy and Armed robbery has been an old age crime and has evolved along with the shipping industry. However, in the last few years piracy has taken a violent turn and has become a more serious problem. Hijacking, kidnapping, and demanding ransom is on the rise. It has become a global problem and no longer can be ignored. 

Though many measures have been taken to prevent piracy and armed attacks it continues to haunt the ship owners and crews alike. 

In this article we focus more on how vessels and crews are at risk and what they must do to prevent and suppress ‘armed robberies and piracy’, such that it will eventually benefit all stake holders.

What is Piracy ?

Piracy, under article 101 of the 1982 UNCLOS (United Nations Convention on the Law of the Sea) consists of any of the following acts:

(a) any illegal acts of violence or detention, or any act of depredation, committed for private ends by the crew or the passengers of a private ship or a private aircraft, and directed:
(i) on the high seas, against another ship or aircraft, or against persons or property on board such ship or aircraft;

(ii) against a ship, aircraft, persons or property in a place outside the jurisdiction of any State;

(b) any act of voluntary participation in the operation of a ship or of an aircraft with knowledge of facts making it a pirate ship or aircraft;

(c) any act inciting or of intentionally facilitating an act described in sub-paragraph (a) or (b).”

Legally, under this definition there are hardly any cases of piracy since most of the incidents occur within 12 nm range which is the territorial limit for most States. IMB therefore for their own purpose define piracy as : 

“an act of boarding any vessel with the intent to commit theft or any other crime and with the intent or capability to use force in the furtherance of that act” 
Armed robbery (IMO* definition) ?

“Any unlawful act of violence or detention or any act of depredation, threat thereof, other than an act of “Piracy’, directed against a ship or against persons or property on board such ships, within a state’s jurisdiction over such offences.”
Reasons for Piracy and Armed Attacks

Centuries ago piracy took place in many parts of the world piracy,  was in some cases supported by the State and it was even considered as a profession, however the geopolitical situation in 21st century has dramatically changed this and now piracy is considered a serious crime. 

There is no single reason for the piracy and armed robbery these days but the most visible reason is socio-economic conditions of the region. The following are some known reasons for piracy today :
a) Poverty

b) Poor economic condition

c) Financial Crisis  

d) Political Instability

e) Terrorism (though not established fully however very likely specially in areas of heavy traffic such as Malacca Strait and Gulf of Aden to block main arterial route targeting the economic)

Beside the socio-economic reasons there are other factors that encourage pirates and armed robbers to attack ships.

a) Slow moving vessels (easy to embark and disembark while underway) are easy targets

b) Low freeboard (easy to board vessels at anchor and underway)

c) Poor security by crew 

d) Vessel Type (Liner vessels carrying expensive cargo in containers are usually targeted while at anchor)

e) Large cash reserves on board attracts 

Areas Affected 
Unfortunately, most parts of the world have, at some time, been affected by pirates and armed robbers, however the following  regions are more prone and notorious than others.

a) South East Asia and Indian Subcontinent – Indonesia, Malacca Strait, Singapore Strait, Bangladesh, India, Philippine

b) Africa and Red Sea East – Somalia, Gulf of Aden, Nigeria, Tanzania 

c) South America – Brazil, Peru

It is estimated that more than 80% of the reported attacks occur within territorial waters.

Impact / Consequences 

Pirate and armed attacks vary in form, size and degree. In most cases, pirates board a vessel under the cover of darkness. This usually happens to vessels at anchor or slow moving, low draft vessels navigating in close vicinity of shore. Crew are usually not harmed. 

Some attacks occur with the main aim of targeting the Master and Crew for cash and valuables. If stopped and challenged by the crew, the attackers will not hesitate to use violence. 

There are other serious and planned attacks when the ship’s cargo is targeted. These pirates are professional, organized and often associated with criminal syndicates. They round up the crew and hold them captive till such time the cargo is transferred to the pirate craft. During this period the Master and the crew has no control on the navigation of the vessel which is a very dangerous situation as the vessel is very likely to collide with other ships when transiting in a heavy traffic area.  Violence against the crew is likely and the vessel is in grave danger in these circumstances.

In the worst cases the entire vessel along with the cargo and crew is hijacked, with the cargo being sold on the black market. As for the vessel, it is taken to a remote area, repainted and renamed.  Fraudulent ship’s documents are obtained and the vessel operates under a new name and identity. The crew will usually be in grave danger in these cases, and have been killed or thrown overboard in many incidents in the past.

Vessels, ship owners, cargo owners, seafarers, and marine insurers all are affected in varying degrees depending upon the nature and type of attack.

Risk / Losses
In the worst cases both physical and financial losses can be serious in nature. In case of hijacking and ransom expenses can run in millions. If the cargo or even the entire vessel disappears, the loss can easily reach tens or hundreds of millions of dollars. 

Besides direct financial losses resulting from robbery and ransom payments, indirect losses are inevitable. Just to name few, these can include : 

a) loss of hire, 

b) delayed cargo delivery (may have to pay demurrages/penalties), 
c) higher insurance premiums, or costs incurred in the fight against piracy
d) delays during investigations
e) loss of reputation 
Preventive Measures

Measures to suppress and prevent piracy and armed attacks need to be addressed by all stake holders at their level ie Crew, Ship Owner, Cargo Owner, Insurer, Littoral State and other Agencies to name a few.

Many steps have been taken by the littoral states and other agencies such as ICC and IMB in the recent past. Ship owners must support the crew and provide logistical support. In turn, the crew must implement suggested and time tested measures properly, and they should remain vigilant when transiting piracy prone areas. 
The following measures taken by crew, will to a certain extent, assist in preventing an attack :
a) Comply with Ship Security Plan;
b) Rig flood lights around the vessel; 
c) Allow water to flow on deck to deter boarding;
d) Rig fire hoses and use jets towards suspected craft nearby. Remote operated water shields are now available;
e) Post extra lookouts on the bridge using night vision glasses to identify if suspicious craft are trying to close in;
f) Use radars effectively. Monitor small craft at close range;
g) Use Ship Security Alert System (SSAS) effectively to warn the authorities ashore when 
            under attack;

h) Masters of ships should immediately report attacks or threats of attack to the nearest RCC (Rescue and Co-ordination Center) and request such co-ordination centers to immediately warn shipping in the immediate vicinity of the attack;
Ship Owners / Charterers may assist by providing advanced technology equipment, such as : 
a) Electric fences around the vessel’s railings;

b) CCTV cameras at strategic locations on the main deck. Such equipment will assist in   identifying the attackers;

c) For close monitoring and early warning use UAV (Unmanned aerial vehicles);     
d) Install LRAD (large range acoustic device) that uses high energy acoustic beams – in simple terms, uses extremely loud noise to disorient and disable the attackers. A passenger vessel, ‘Seabourn Spirit’, successfully used LRAD to prevent pirates from boarding the vessel.   

Government bodies and security agencies have taken some important steps as follows :
a) In South East Asia - Singapore, Japan, Laos and Cambodia became the first four

States to formally adhere to the Regional Cooperation Agreement on Anti-Piracy (ReCAAP). A new Information Sharing Centre has been set up in Singapore.

b) In South East Asia - Trilateral Coordinated Patrol, which involves the navies of Malaysia, Indonesia and Singapore patrolling in a coordinated fashion in their own territorial waters.
c) Coalition Maritime forces operating in the Arabian Gulf, Red Sea, Gulf of Oman and parts of the Indian Ocean, setting conditions for security and stability in the maritime environment, as well as complement the counter-terrorism and security efforts of regional nations.
Conclusion
Vessels navigating in areas where the risk of piracy or armed attack is likely, must take appropriate and effective preventive measures to avoid an attack. Ship owners should monitor the vessel’s movement and support the Master and crew to minimize the risk and maintain effective control over the safe navigation of the ship.

Global coordination, cooperation and above all commitment, is essential to fight the menace of piracy and armed robbery. Though it may be difficult to stop piracy totally, all efforts have to be made to bring it down to a tolerable level. Governments in the affected areas need to actively participate and draft concrete policies to effectively tackle the problem.
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