An ongoing battle: protecting cargo against criminal cunning

The movement of containers around the world is the primary physical manifestation of international trade. Many carry high value cargoes, providing a mobile arena for the constant and unending battle between thieves and fraudsters, and the authorities.

Shippers, freight forwarders, shipping lines, trucking firms, port and terminal authorities and consignees forming transportation chains to deliver manufactured goods to wholesalers and retailers protect themselves with security systems and measures, backed by associated documentation.

Yet there is an ongoing de facto contest between the increasing efficiency and effectiveness of security and the sophistication and determination of those seeking to exploit weaknesses in the chain. 

As the UK Club is the largest P&I mutual, with over 100 million gross tons of ocean going tonnage on its books, the experience of its in-house investigation unit, Signum Services, is relevant to the industry as a whole. Accordingly, their 2005 figures on type of crimes investigated will sound a familiar note across the industry.

The main categories were general cargo theft (37 per cent), general enquiries and advice (26 per cent), fraud (10 per cent) and tracking, tracing and surveillance (6.5 per cent). Theft from terminals and ports, money laundering and company enquiries each exceeded four per cent, with crime on ships just 3.5 per cent and stowaways just over two per cent.

A major concern for insurers is that many local police forces do not give high priority to commercial crime in general and container crime in particular. Police tend to direct their efforts to drugs, violence and thefts directly involving the population in their geographical area. They are also obliged to spend time on anti-terrorism activity.

Some forces will argue, perhaps understandably, that it is not always clear in which jurisdiction a particular offence occurred. As the loss of a container itself or the partial or complete absence of the specified cargo may only be discovered weeks later on the other side of the world, the trail can be pretty cold when it comes to trying to find out what happened.

Recently, a cargo loaded in Hemel Hempstead passed through the jurisdictions of Hertfordshire and Essex police but the $2 million loss was not discovered until the consignment arrived in Israel. It follows that the difficulty of obtaining police time, let alone setting up a prosecution, is a significant hurdle in bringing transportation criminals to book.

All this suits the criminals very well. It is the instinct and practice of many wrongdoers to put plenty of time and distance between their crimes and themselves. In this respect, container criminals have a significant advantage over others. 

However, TruckPol has been established by the Metropolitan Police Service and industry partners in road haulage, logistics, shipping, manufacturing and insurance. From its base in New Scotland Yard’s Economic and Specialist Crime Directorate, TruckPol collates, analyses and disseminates data and intelligence on UK road freight crime. It has highlighted hot spots such as the West Midlands and provides reports and reference information for its members. TruckPol maintains a comprehensive stolen lorry and cargo database. In 2004, despite criminal gangs moving stolen loads across police boundaries, over £1 million of property was recovered as a result of searches on this database.

As the P&I clubs may provide insurance cover for the whole journey from factory to consignee warehouse, they pick up the tabs. Given the approach of local police forces, they endorse national initiatives such as TruckPol. Most clubs offer advice on preventing such losses. The UK P&I Club has operated its own investigative unit, staffed by former Scotland Yard detectives, for over half a century. They look into claims incidents, advise on avoiding recurrence of crime and provide consultancy for clients with security requirements. Today, 80 per cent of the caseload concerns containers.

The links of the transport chain provide various targets for criminals to steal or defraud: shippers, freight forwarders, truckers, port terminal personnel, security guards, seafarers, truckers again and even the consignee and his staff. 

Fraudulent activity in relation to bills of lading is a constant feature in transportation crime. The procedures are clear enough. The shipper sends the consignee the bill of lading. Copies are checked and accepted successively at every stage in the chain. They should be signed for and placed under lock and key. However, as two-thirds of the world still uses printed or written documentation, alteration and substitution is not uncommon. Further the right information may be displayed but when printing and layout vary between stages, malpractice is probable.

Not every shipper is entirely candid about what exactly is in every box. However, this is rare among shippers as a whole and virtually non-existent among the household names with highly sophisticated logistics operations. However, there are occasional problems with subcontractors.

Ports and terminals host large pools of casual labour who sometimes steal. Below decks, there may be scope to prise open container doors just enough to obtain small high value units without breaking seals. That’s enough to pilfer ink cartridges, cigarettes and alcohol and transfer them to an empty container which just happens to be almost opposite. Signum has advised ships’ planners to stack such consignments above deck where they cannot be reached. There are problem ports in which even the security staff are involved with thefts. However, very little cargo crime takes place aboard ship.

As the International Ship and Port Facility Security Code (ISPS) developed in response to the terrorism threat, has strengthened port security, criminals are focussing more on truck journeys. Containers are stolen overnight with varying involvement and co-operation on the part of some drivers. People are sometimes put under pressure or bribed to provide inside information on valuable cargoes, vary specified routes or ignore overnight parking instructions.

Drivers and others tamper with locking mechanisms. One trick is to leave the seal intact by removing the rivets from the locking device and then replace them after pilferage to cover up.

One truck driver picking up consignments at a British port would surreptitiously cut the seals while loading. He reported the resultant absence of seals to the gatekeeper who fitted new ones. The driver would drive off, divert, fiddle with the locking mechanism rivets to gain access to the container without disturbing the new seal, pilfer some content and put back the rivets. However, it happened too often with the same driver, same run, same goods and the miscreant was brought to book.

As the UK agency for the Security Seal Testing Authority, as required by HM Customs,  Signum Services is especially concerned about the anti-tamper qualities of new seals.

Investigators are usually called in by insurance claims handlers when a container turns up at a consignee’s address with the cargo wholly or partly missing. Perhaps some low value material is substituted to allay suspicion. Recently, an anticipated consignment of computers travelling between the Far East and the United States turned out to be house bricks. Similarly, containers of bagged coffee beans moving from Brazil to Europe were found to be full of building materials.

With cargo crime, investigators typically check on each stage of a journey from the shipper’s premises to consignee. They start with the loading of the container to ensure the contents and perhaps the weight correspond to the bill of lading entry.

They time the truck driver’s journey to the port to see which route he used and how long it took. (Within the EU, the tachograph records are available). They check the procedures at the terminal; where the cargo was weighed; where and how it was stacked; and the security arrangements at the terminal. They consider the stowage position aboard the vessel; what happened to it at the discharge port; the identity of truck driver and firm; the route to the consignee; what happened when the consignee received the consignment; and the quality of record keeping throughout.

Through such painstaking enquiries, it is usually possible to see where things went wrong. Such a constructive approach is vital if the claims handler is to be furnished with the right information and the ammunition for considering criminal and civil proceedings.

From detailed reports for claims handlers, Signum has built up its own database which includes incident details and names of firms and parties involved. It is particularly useful in identifying events and circumstances common to more than one crime, such as personnel and organisations, drivers and trucking firms, locations, types of consignment and how thefts and deceptions have been carried out. Generally, the more frequently factors recur, the easier it is to narrow the field.

Such data enables Signum to inform appropriate police forces about suspects and sometimes to take out cases against parties in the chain who appear to have been careless in the execution of their responsibilities, inadvertently or knowingly creating and opening the loopholes which criminals exploit. Although disbursements are set against members’ loss records, which in turn affects their premiums, the P&I clubs may decide to claim direct against certain parties and their insurers.

Looking ahead, there could well be more emphasis on electronic seals and container tracking devices as the criminal focus on truck journeys continues. These are already proving tougher nuts for criminals to crack. Major shippers and shipping lines are increasingly requesting security surveys and consultancy to identify the vulnerable areas in transportation chains to enable cost effective remedial action. Their P&I insurers will be very keen for them to do so.
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